Preferred System Setup Guidelines V3.5

| DIRECTORATE GENERAL OF HYDROCARBONS
(Ministry of Petroleum & Natural Gas, Government of India)

Preferred System Setup Guidelines

Document Organization:

Section C

Section A Before you start —_— FAQ

v

Section B STEP — 1: Browser
Settings

STEP — 2: Java Settings

STEP — 3: Register/Login

Last Updated on 18 ™ April 2022



Preferred System Setup Guidelines V3.5

Before you start:

1  You should use a PC/Laptop having Windows 7,Windows 8, a
Windows 10 or above (32 bit or 64 bit) ]

How to check Windows Version? ..................... See FAQ (A)

2 | You should use the following browsers: /;,\ /
. Internet Explorer (IE) version 9 and above (best viewed in IE 11) \ \9 ‘

Microsoft Edge

’ Mozilla Firefox version 47
Google Chrome version 48 and above

Before attaching any document during bid submission, please follow
the stepsin IE:

Tools -> Internet Options -> Security -> Custom Level -> Miscellaneous

Enable ‘Include Local Directory Path’ when uploading files to a server’

Please Note: (Microsoft Edge/Safari/Internet Explorer 8 or below etc. are
not fully compatible with the system)

How to check IE Version? ...........ccccccevevvevenne. See FAQ (B)

3 You must have a 32 Bit or 64 Bit System

How to check if system is 32/64 Bit? ..............See FAQ (C)
4  Preferred Java version to be installed: 1.8.0_77 and above 32 Bit. &
=
Java
Don’t have JAVA installed? ............cccoevveuen... See FAQ (D)
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You must have valid DSC (Digital Signature Certificate) of CLASS IlI- SHA
2-2048 BIT (Signing and Encryption component separately)

The e-Token drivers must be installed properly with Root Certificates of
Class 3 - SHA2 - 2048 BIT (Signing and Encryption)

HOW t0 BUY DSC? .uueeeeeveeveeevevveeeevecre e, See FAQ (E)

Regional & Language Settings: Set the Regional & Language format in
Control Panel to ENGLISH (UNITED STATES)

You must have valid credentials (User ID and Password) to access the

system
Not yet registered? ............ccceuvcvvvnune.. See FAQ (F)
Don’t have password? .............coeeevceneneennee. See FAQ (G)
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STEP - 1: Browser Settings

Please configure the Internet Explorer as shown below:

Internet Explorer (IE): IE 9 and above

Open Internet Explorer and do the following Settings:

Security Settings - Local Intranet Zone X

Setlings

a. Internet Explorer -> Tools -> Internet Options - >

|| Drag and drop or copy and paste files -

Security -> Custom Level -> Press ‘I’ on your O Disable

keyboard twice -> Enable ‘Include Local Directory ggr”;‘:'et
path when uploading files to a server’ -> OK 0 i
() Disable
(® Enable

] I
() Disable
(® Enable
|| Launching applications and unsafe files
() Disable
(® Enable
(O Prompt
|| Launching programs and files in an IFRAME

1 niczhla
£ >

*Takes effect after you restart your computer

Reset custom settings

Resettoi | Mediumdow (default) w Reset...

Cancel

Internet Options 7 s

b. Internet Explorer -> Tools -> Internet Options -
> Advanced -> Drag tO bOttom -> Enable Use TLS General Security Privacy Content Connections Programs  Advanced

1.2, Use TLS 1.0 and Use TLS 1.1 -> Apply - Sefings

> OK Enable DOM Storage ~
Enable Enhanced Protected Mode*
Enable Integrated Windows Authentication®
Enable native XMLHTTP support
nable SmartScreen Filter
Enable Smarts Filte
end Do Not Track reques sites you visit in Interne:
Send Do Not Track ts to site: isitin Internet E
| Use 551 3.0
Use 55 3.0
Use TLS 1.0
UseTLS 1.1
Use TLS 1.2
Warn about certificate address mismatch™
Warn if changing between secure and not secure mode

arn I submi Is redirec a zone thataoes n
Warn if POST submittal is redirected to that d
W

< >

*Takes effect after you restart your computer
Restore advanced settings

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default

Reset...
condition,

You should only use this if your browser is in an unusable state.

tf[l Some settings are managed by your system administrator,
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c. Internet Explorer -> Tools -> Internet Options -
> Advanced -> Drag to bottom -> Enable ‘Play
animations in webpages*’ under ‘Multimedia’ -> [ General | Seaurity | Privacy | Content | Connections | Programs | Advanced |
Apply -> OK Settings
i Multimedia ~
Enable alternative codecs in HTMLS media elements™
Enable automatic image resizing
Play animations in webpages®
[7] Play sounds in webpages
[7] show image download placeholders
Show pictures

a Security
["] Allow active content from CDs to run on My Computer®
[T] Allow active content to run in files on My Computer®
[7] Allow software to run or install even if the signature is invi
[7] Block unsecured images with other mixed content
Check for publisher's certificate revocation

[V Check for server certificate revocation™ ¥
< : : 53
*Takes effect after you restart your computer
Restore advanced settings I
Reset Internet Explorer settings

Resets Internet Explorer's settings to their default
ition. Reset...

You should only use this if your browser is in an unusable state.

0 Some settings are managed by your system administrator.

ok || cancel Apply

d. Internet Explorer -> Tools -> Compatibility View
Settings -> Add dghindia.gov.in -> Close

Rﬁ Change Compatibility View Settings
[

Add this website:

\Websites you've added to Compatibility View:

dghindia.gov.in Remove

[ pisplay intranet sites in Compatibility View
[Juse Microsoft compatibility lists
Learn more by reading the Internst orer privacy statement

Close
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e. Internet Explorer -> Tools -> Internet Options -
> Security -> Trusted Sites -> Add
httDS//ebIddInqdthndlaqovm -> Close J You can add and remove websites from this zone. All websites in

this zone will use the zone's security settings.

Add this website to the zone:

Websites:

https: /febidding.dghindia.gov.in Remove

L

Require server verification (https:) for all sites in this zone

f. Internet Explorer -> Tools -> Internet Options - | Security Settings - Intemnet Zone X
> Security -> Custom Level -> Press ‘U’ on your Settings
keyboard -> DISABLE POp Up Blocker -> OK uRenderIegacyﬁlhers ~

(@ Disable
() Enable

L'; Submit non-encrypted form data
(O Disable
() Enable
@ Prompt

0
(® Disable
() Enable

|_| Use SmartScreen Filter
() Disable
(@ Enable

|_| Userdata persistence

(® Disable
(1 Enzhla
£ >

*Takes effect after you restart your computer

Reset custom settings

Reset to: |Medi1m-l'\igh(deﬁﬂt} v| | Reset... |

[Cox ]| conel |
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g. Internet Explorer -> Tools -> Internet Options -

1 et dptons 7 »
> Privacy -> UNTICK Turn On Pop Blocker ->
Apply -> OK Geresl Searsy PRy Coriend Pragand | i
SEweE

[ st ] adreeced

ijuﬂ:& T P o Claar S

Pop-up Skackr
[ T s P Bl g
P

] b tcaclumes. o @ twrganne mebasn TP Broveesing wmis

i S dgly
h. Tools -> Internet Options -> Programs ->
Manage add_ons -> Enab|e a” Java P|ugins Java Plug-in 11.101.2 Oracle America, Inc. Enabled
Java(tm) Plug-In SSV Helper Oracle America, Inc. Enabled
vatm) Plugin 255V Heper Orace America-ine.Enabiea [}
< >

‘he list above. You can enable or disable all selected add-ons b...

Disable all |

Close
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Set the IE security levels as below:

i. Tools -> Internet Options -> Security ->
Custom level:

= Internet: Medium-high (default)
» Trusted sites: Medium (default)
j. Tools -> Internet Options -> Security ->

Custom level -> Internet/Trusted sites:

= Enable the required ActiveX controls and
plug-ins, click OK

Microsoft Edge:

a. Go to setting-->Default Browser (edge://
settings/defaultBrowser)
= Let Internet Explorer open sites in
Microsoft Edge --> Never
= Allow sites to be reloaded in Internet
Explorer mode--> Allow
= |nternet Explorer mode pages--> Add
https://ebidding.dghindia.gov.in

Google Chrome: Version 48 and above

a. To use version 48 and above, please use ‘IE

Tab’ extension

b. Browser settings for Internet Explorer mentioned

above (step ‘a’ to step ‘j’), need to be completed

in IE (V9 or above) prior to using ‘IE Tab’

extension with Google Chrome V48 and above
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Security Settings - Trusted Sites Zone

Settings

|#| Allow ActiveX Filtering
(®) Disable
() Enable
|#| Allow previously unused ActiveX controls to run without prom
() Disable
(®) Enable
|#| Allow Scriptiets
() Disable
(®) Enable
() Prompt
|| Automatic prompting for ActiveX controls
() Disable
(®) Enable
|#| Binary and script behaviors

| Adminictrabar annraua, A
£ >

|#| ActiveX controls and plug-ns -

~ v

*Takes effect after you restart your computer

Reset custom settings

Resetto: | Medium (default) v Reset...

oK Cancel

Let Internet Explorer open sites in Microsoft Edge )

Allow sites to be reloaded in Internet Explorer mode ‘[]‘

Intemet Explorer mode pages

Internet Explorer compatibility

Nhen brawsing in teret Explorer you can choose to automatical oper

0o to reload it inntemet

inIntemet Bxplorer mode for 30 days from the date you add the page. You have 1 page that l automatically apen in

Date added Expires

https/ebidding.dghindiagovn/ 42202022 52202022

Never v

Alow v/

Add

o B
B  CrVTiEss g isisimimadeniai it ® e

*k Kk

*r KK



STEP — 2: Java Settings

Please configure the JAVA settings as shown below:

a. Installation of Java:

BlVisit https://ebidding.dghindia.gov.in

| |
You can download and install JAVA from
Downloads section

b. Configuration of Java

Control Panel -> Java -> Security -> Set
the Java security level to Medium or High
Control panel -> Java -> Security -> Edit Site

List -> Add -> enter
https://ebidding.dghindia.gov.in -> Apply ->
OK
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(2] Java Control Panel - oiEN

General | Java Security  Advanced

[¥] Enable Java content for browser and Web Start appications

Security level for applications not on the Exception Site list
) Very High

Only Java applications identified by a certificate from a trusted authority are allowed to run,
and only if the certificate can be verified as not revoked.

®) tigh

Java applications identified by a certificate from a trusted authority are allowed to run, even if
the revocation status of the certificate cannot be verified.

Exception Site List
Applications launched from the sites listed below will be allowed to run after the appropriate security
prompts.
ttps://ebidding. dghindia.gov.in S

T EditSite List.

Restore Security Prompts Manage Certficates...

oK Cancel



https://ebidding.dghindia.gov.in/

STEP — 3: Login

Please ensure that Step 1 and Step 2 are successfully
completed

Insert the e-Token (installed) in the USB drive of your
system

Login with the ID and Password already provided

Signing Certificate Mapping: For first time users or if
you Login with your new certificate for the first time, you
may receive a message during login process as follows:

“Your Certificate is Pending for Approval”:
Please contact DGH Admin for the approval of your
Signing certificate

Encryption Certificate Mapping: For first time users or
users who have purchased new Encryption Certificate
have to map their Encryption certificate:

After successful Login using Signing certificate, click
Register DSC -> Select “For Encryption” -> click Select
Digital Certificate -> select your Certificate and click OK -
> click Close to close the certificate information box ->
check for the message “Your Digital Certificate
xxxxxxxxx has been added successfully” which
indicates that you have successfully mapped your
Encryption Certificate

Also, ensure that both the Signing and Encryption

certificates are showing as ACTIVE after the mapping has
been done.
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PASSWORD RECOVERY USING EMAIL

PASSWORD RECOVERY USING DSC
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FAQ

A How to check Windows version? View basic information about your computer

Windows edition

Right Click on My Computer/This PC -> Properties -> Windows:10 bro

Check the Windows Edition © 2016 Microsoft Corporation. All rights reserved.
System
Processor: Intel(R) Core(TM) i3-5005U CPU @ 2.
Installed memory (RAM):  8.00 GB
System type: 64-bit Operating System, x64-based ¢
Pen and Touch: No Pen or Touch Input is available fo
B How to check IE Version? About Internet Explorer X

Open Internet Explorer -> Go to Help -> Click About E | nte n et
Internet Explorer Explorer 11

G M Install new versions automatically

© 2015 Microsoft Corporation. All rights reserved.

| C | How to check if system is 32/64 Bit? © 2016 Microsoft Corporation. All rights reserved.
. . . . System
Right Click on My Computer/This PC -> Properties ->
Check the System Type Processor: Intel(R) Core(TM) i3-5003
Installed memory (RAM):  8.00 GB
System type: 64-bit Operating System,
Pen and Touch: No Pen or Touch Input is
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D Don’t have JAVA Installed?

«  Visit https://ebidding.dghindia.gov.in
+ You can download and install Java from
Downloads section

Please Note:
) If your system is of 32 Bit please install only 32 Bit
Java
) If your system is of 64 Bit, please install 32
& 64 Bit Java both.

E How to buy DSC?

You may buy Class Il DSCs from the following:

CA Portal
Safescrypt www.safescrypt.com
(n)Code www.ncodesolutions.com
e-Mudhra www.e-Mudhra.com
Capricorn https://www.certificate.digital
Verasys https://www.vsign.in

F Not yet registered?

+ Please visit https://ebidding.dghindia.gov.in

n
Download the Bidder Registration manual from
the Manuals section

n
Follow the guidelines and complete the

registration process

G Don’t have the Password?
Please visit https://ebidding.dghindia.gov.in

Use any of the following options to generate new

password: LOGIN | REGISTER
o Password Recovery Using Email PASSWORD RECOVERY USING EMAIL
o Password Recovery Using DSC PASSWORD RECOVERY USING DSC

If you still have problems in accessing the system through
“https://ebidding.dghindia.gov.in” after following the above Guidelines,
please contact the Helpdesk numbers: +91-33-66011707, +91-33-44091707.
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