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Before you start:

1 | You should use a PC/Laptop having Windows 7 or Windows 8 or Windows
10 (32 bit or 64 bit)

How to check Windows Version? ..................... See FAQ (A)

2 | You should use the following browsers: / »‘ Al
= Internet Explorer (IE) 9 and above % — ‘9 ‘.
= Mozilla Firefox Version 44 and above (with IE Tab Add-on)
= Google Chrome Version 48 and above (with IE Tab Extension)

Before attaching any document during bid submission, please follow the
steps in IE:

= Tools -> Internet Options -> Security -> Custom Level ->
Miscellaneous
= Enable ‘Include Local Directory Path’ when uploading files to a
server’
Please Note: (Microsoft Edge/Safari/Internet Explorer 8 or below etc. are
not fully compatible with the system)
How to check IE Version? ...........ccceeeevecvevvnnn. See FAQ (B)
3 | You must have a 32 Bit or 64 Bit System
How to check if system is 32/64 Bit? .............. See FAQ (C)
4 | Preferred Java version to be installed: 1.8.0_77 and above (32 bit or 64 bit) «
— please keep only one version of Java in the system =

Don’t have JAVA installed? .............cuveuvuun.... See FAQ (D)
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You must have valid DSC (Digital Signature Certificate) of CLASS IlI- SHA 2-
2048 BIT (Signing and Encryption component separately) 'y

The e-Token drivers must be installed properly with Root Certificates of
Class 3 - SHA2 - 2048 BIT (Signing and Encryption)

HOW t0 buy DSC? ..o See FAQ (E)

Regional & Language Settings: Set the Regional & Language format in
Control Panel to ENGLISH (UNITED STATES)

You must have valid credentials (User ID and Password) to access the
system

Not yet registered? ..........uevvvcvvevven... See FAQ (F)

Don’t have passWord? .........ccvevceeveeveevreeeenns See FAQ (G)
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STEP - 1: Browser Settings

Please configure the Internet Explorer as shown below:

Open Internet Explorer and do the following Settings: Security Settings - Local Intranet Zone x

Settings

a. Internet Explorer -> Tools -> Internet Options - L e arop o copy and pasts fles 5
Isable

> Security -> Custom Level -> Press ‘I’ on your @ Enable
keyboard twice -> Enable ‘Include Local Directory D) e St
path when uploading files to a server’ -> OK 8Disa:||e
Enable
I i ocol dreciory ot whe upoading e to s server
() Disable
(® Enable
|| Launching applications and unsafe files
(O Disable
(® Enable
(O Prompt
|| Launching programs and files in an IFRAME

(1 Miezhla
£ >

*Takes effect after you restart your computer

Reset custom settings

Resetto: | Mediumdow (default) ~ Reset...

Cancel

Internet Options ? X
b. Internet EXplorer -> Tools -> Internet Options - General Security Privacy Content Connections Programs Advanced
> Advanced -> Drag to bottom -> Enable Use | sting
TLS 12, Use TLS 1.0 and Use TLS 1.1 -> OK Enable DOM Storage ~

Enable Enhanced Protected Mode™

Enable Integrated Windows Authentication™

Enable native XMLHTTP suppart

[] Enable SmartScreen Filter

[ send Do Not Track requests to sites you visit in Internet E
Use S5L 3.0

Use TLS 1.0

Use TLS 1.1

Use TLS 1.2

Warn about certificate address mismatch™®

Warn if changing between secure and not secure mode

arn i submittal is redirec a zone that does n
Warn if POST submittal is redirected to that d
v

£ >

*Takes effect after you restart your computer
Restore advanced settings

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default

condition. Reset...

‘You should only use this if your browser is in an unusable state,

|:&I Some settings are managed by your system administrator.
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C.

d.

Internet Explorer -> Tools -> Compatibility View
Settings -> Add dghindia.gov.in -> OK

Internet Explorer -> Tools -> Internet Options -
> Security -> Trusted Sites -> Add
https://ebidding.dghindia.gov.in -> OK

Q Change Compatibility View Settings
[

Add this website:

Websites you've added to Compatibility View:
dghindia.gov.in

Remove

[ pisplay intranet sites in Compatibility View
[Juse Microsoft compatibility lists
Learn more by reading the Internet Explorer privacy statement

‘You can add and remove websites from this zone. All websites in
this zone will use the zone's security settings.

Add this website to the zone:

Websites:
https: /febidding.dghindia.gov.in

Remove

L

Require server verification (https:) for all sites in this zone




e.

f.

Internet Explorer -> Tools -> Internet Options -
> Security -> Custom Level -> Press ‘U’ on your
keyboard -> DISABLE Pop Up Blocker -> OK

Internet Explorer -> Tools -> Internet Options -

> Privacy -> UNTICK Turn On Pop Blocker -> OK
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Security 5ettings - Internet Zone X

Settings

| Render legacy filters A
(® Disable
(O Enable
|| Submit non-encrypted form data
(O Disable
(O Enable
@ Prompt
0
(® Disable
(O Enable
|| Use SmartScreen Filter
(O Disable
(® Enable
|| Userdata persistence

(® Disable
() Enzhla
£ >

*Takes effect after you restart your computer

Reset custom settings

Resetto: | Medium-high (default) v Reset...
Cancel
Internet Options ? X

General Security Privacy Content Connections Programs = Advanced

Settings

Location

O Mever allow websites to request your Clear Sites
physical location

Pop-up Blocker

[ Turn on Pop-up Blocker Settings
InPrivate

Digable toolbars and extensions when InPrivate Browsing starts

oK Cancel Apply
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g. Tools -> Internet Options -> Programs ->
Manage add-ons -> Enable all Java Plugins

e list sbove. You can enable cr disable ali sefected add-ons b

Dizable alt

Close

ns

Set the IE security levels as below:
h. Tools -> Internet Options -> Security -> Custom
level:

» Internet: Medium-high (default)
» Trusted sites: Medium (default)

i. Tools -> Internet Options -> Security -> Custom
level -> Internet/Trusted sites:

Settings
= Enable the required ActiveX controls and |#] ActiveX controls and plug-ins
H |#| Allow ActiveX Filtering
plug-lns (®) Disable

() Enable
|!I. Allow previously unused ActiveX controls to run without prom
() Disable
(® Enable
@] Allow Scriptiets
() Disable
(®) Enable
O Prompt

|!I. Automatic prompting for ActiveX controls
() Disable
(® Enable

|!I. Binary and script behaviors
(T Adminictratar snmraus A

£
*Takes effect after you restart your computer

Reset custom settings
Resetto: | Medium (default)




STEP — 2: Java Settings

Please configure the JAVA settings as shown below:
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a. Installation of Java:

= Visit https://ebidding.dghindia.gov.in

"You can download and
Downloads section

b. Configuration of Java

= Control Panel -> Java -> Security -> Set the
Java security level to Medium or High
= Control panel -> Java -> Security -> Edit Site

List -> Add

https://ebidding.dghindia.gov.in -> Apply ->

JAVA from

OK

Gacerad | Jeen STt Acuarvad

[ Ertie Javn canmiert e broenes 0 Web Sat sgpRcatens

Secty el £ ookt rat o0 e Exospion Ste ket
e
Doy Jown acohatans ertfiad By 3 oo ¥icnie S0m & NAtad sy are aloaed 13 1
and oty f tha corsfcat cac b veefed ax ot revoked.
-y

Jove sppicabion riertfed by ¢ crPiuase Fom s tusted sufwrty e dhoved ie e, evee
B 120 on Sake of $re e pBoate et be verfied

Sxrapton Sie Lat
Apehcatons unched Fom Dhe wies oo beton wil e Sliand U (U0 & The A00ONME So0unty

proopts.
Hatow {eudde G sghwndtagoy
|

| vl ks



https://ebidding.dghindia.gov.in/

STEP - 3: Login

Please ensure that Step 1 and Step 2 are successfully
completed

Insert the e-Token (installed) in the USB drive of your
system

Login with the ID and Password already provided

Signing Certificate Mapping: For first time users or if
you Login with your new certificate for the first time, you
may receive a message during login process as follows:

“Your Certificate is Pending for Approval”:
Please contact DGH Admin for the approval of your Signing
certificate

Encryption Certificate Mapping: For first time users or
users who have purchased new Encryption Certificate have
to map their Encryption certificate:

After successful Login using Signing certificate, click
Register DSC -> Select “For Encryption” -> click Select
Digital Certificate -> select your Certificate and click OK -
> click Close to close the certificate information box ->
check for the message “Your Digital Certificate
xxxxxxxxx has been added successfully” which
indicates that you have successfully mapped vyour
Encryption Certificate

Also, ensure that both the Signing and Encryption
certificates are showing as ACTIVE after the mapping has
been done.
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SUPPLIER1

EGISTER
PASSWORD RECOVERY USING EMAIL

PASSWORD RECOVERY USING D5SC

HELP DESK LATEST NEWS LATEST NOTICH



FAQ

A How to check Windows version?

» Right Click on My Computer/This PC -> Properties
-> Check the Windows Edition

B How to check IE Version?

» Open Internet Explorer -> Go to Help -> Click
About Internet Explorer

C How to check if system is 32/64 Bit?

» Right Click on My Computer/This PC -> Properties
-> Check the System Type
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View basic information about your computer

Windows edition

Windows 10 Pro
© 2016 Microsoft Corporation. All rights reserved.

System
Processon
Installed memeory (RAM):  8.00 GB

System type:
Pen and Touch:

About Internet Explorer

Internet
Explorer1

Version: 11.1066.14393.0
Update Versions: 11.0.41 (KB4014661)
Product I0: 00150-2 00003-An459

E; Install new versions automatically

© 2015 Microsoft Corporation. All rights reserved.

i Close

@ 2016 Microsoft Corporation. All rights reserved.

System

Processorn:

Installed memory (RAM): 800 GB
System type:

Pen and Touch:

Intel(R) Core(TM) i3-5005U CPU @ 2.

64-bit Operating System, x64-based ¢

Mo Pen or Teuch Input is available fo

Intel(R) Core(TM) i3-5005

64-bit Operating System,

Mo Pen or Touch Input is
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D Don’t have JAVA Installed?

= Visit https://ebidding.dghindia.gov.in
= You can download and install Java from
Downloads section

Please Note:
= |f your system is of 32 Bit please install only 32 Bit
Java

= |f your system is of 64 Bit, please install either 32
Bit Java or 64 Bit Java

E How to buy DSC?

= You may buy Class Ill DSCs from the following:

CA Portal
e-Mudhra www.e-Mudhra.com
(n)Code www.ncodesolutions.com
GNFC www.ncodesolutions.com
Safescrypt www.safescrypt.com

F Not yet registered?

= Please visit https://ebidding.dghindia.gov.in

= Download the Vendor Registration manual from
the Manuals section

= Follow the guidelines and complete the
registration process

G Don’t have the Password?

= Please visit https://ebidding.dghindia.gov.in
= Use any of the following options to generate new

password: LOGIN | REGISTER
o Password Recovery Using Email PASSWORD RECOVERY USING EMAIL

. PASSWORD RECOVERY USING DSC
o Password Recovery Using DSC

If you still have problems in accessing the system through
“https://ebidding.dghindia.gov.in” after following the above Guidelines,
please contact the Helpdesk numbers: +91-33-66011707, +91-33-44091707.



https://ebidding.dghindia.gov.in/
https://ebidding.dghindia.gov.in/

